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Abstract

Tests of cryptanalytic invertibility for functions of four arguments are proposed. Algorithms for
constructing a recovery function and generating invertible functions are formulated.
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1. INTRODUCTION

The concept of cryptanalytic invertibility of a function was introduced in [1, 2] as a generalization,
on the one hand, of the concept of ordinary inverse of a function, and on the other, of cryptanalytic
invertibility of a finite automaton [1,2]. The generalization of the concept of inverse of a function
is made in two directions. Firstly, the inversion is made with respect to some variable where not the
entire set of values of arguments is restored by the value of the function, but only the value of some
variables; Secondly, quantifiers are used for restoration of the value of a variable, but it is not
necessarily possible for all values of the remaining variables.

Definition 1 [1] A function g(x1, X2, ..., X») is called invertible with respect to the variable x(k
=1,2,..,n) of type Q1Q-...Qy, where Q; € {V,3} and Qi = V if there exists the restoring function

fsuch that the formula

Q1x1Q2x2...Qnxn (f(g(x1, X2... Xn) = X&) (D)

is true. Itis clear that if a function is invertible in all variables of type V then it is invertible in
the classical sense. Let D; be the range of x; and y; for i € {1... n}. Also let g(xi... x») be a function
in variables xj, .., X, with a range Dy, ko € {1, .., n}, and Qko = V. Finally, let f : Dy = DnQ
denotes an arbitrary function with the domain D, and the range Djg.The following lemmas
from [1, 2] answers the existence questions of the invertible functions in the sense of Definition 1.

Lemma 1 [1] If Qx=V forall k=1, 2,.., n then the function f with the property (1) exists if and
only if

(g(x1, X2, .0, X)) = gL Y2 s Yn) = X0 = Y0 )

For some xy, X2, ..., x» and y1,y2, ..., Vn.
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Lemma 2 [1] for any true quantifier logic formulas in a normal form Q1z1...Qm zm A(21, --.,
zm) and Riz1..RmzZm B(Z4, ..., Zm), Where Q, R; € {V, 3} and Q;R; = 33 for everyi € {1, .., m},
there exist some values cj, ..., cm of variables z, ..., z, respectively such that A(cy, ..., cm) = B(cy,
..., Cm) =true.

Lemma 3. For any function g, if there exists a function f with the property (1), then
Q1x1Q2x2..QnXnQ1y1Q2Y2..Qnyn (10 # Yx0 ) = g(x1, X2, ., Xn) = gV, V2, oy Vi)

For each type of invertibility, we have some important questions as a development of a
invertibility test; development of an algorithm for constructing a recovery function; development
of algorithms for generating invertible functions; counting or estimating the number of invertible
functions. In [3] and [4] some of the above task are considered for the case n =2 and n = 3. Our
task in this paper to consider these problems for the case n = 4. Consider

g:Di1xDy;xD3xDy— D
where Dy, (k=1, 2,3,4,), D are arbitrary sets. Let us introduce the following notations: |M | is the
cardinality of the set M (finite or infinite); G, is the set of values of the subfunction obtained from
g by fixing the variable x; = a:
Ga=g(a,x2,x3,x4) : Xk €Dy, k=2,3,4
Some types of invertibility for n = 4 can be reduced to the cases n = 2 and n = 3. By the

commutative law of quantifiers with the same symbols it is not necessity for considering all cases
with different variables. All invertibiliy types for n = 4 are given in the following table:

Type of Variable | Equivalent case Equivalent
invertibility forn=3 case
forn=2
vVvvv X1 vvv Vv
vvv3 x1 — —
vv3av x1, x4 — —
vv3a3 x1 vv3 —
v3avyv x1, x3 — —
v3av3 x1,x3 — —
v33av x1, x4 v3av —
v333 x1 V33 v3
Ivvyv X2 — —
3vv3 X2 — —
Jvav X2,x4 — —
3v3a3 X2 3v3 —
33vyv x3 vy —
33v3 x3 3v3 —
333v x4 33v av
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2. INVERTIBILITIES OF EQUIVALENT TYPES

From the above tables we see that equivalent types of invertibilities are
VVVV,VVv33, v33ayv, v333, 3v33, 33vv, 33v3, 333v.

Consider the first invertibility VVVV. We see that

Vx1 € D1Vx; € DVx3 € D3Vx4 € Dy=VXx1 € D1V (Xz, X3, X4) EDy; xD3xDy=V (Xl,
X2) € D1 x D26 (X3, X4) € D3 x Dy,

so firstly we needn't consider invertibility with respect x1 x2, x3, X4 separately and secondly we can
reduce the problem to the invertibility of type 66 for the function g(x, y) withx € D1 x D; and y €
D3 x D4. Analogously, for the type YV¥33 we have

Vx1 € D1Vx2 € D;Vx3 € D3Vx4 € Dy = VX1 € D1VX; € D3 (X3, X4) € D3xDy,
so we can reduce the problem to the invertibility of type ¥Vv3 for the function g(x, y, z) withx € D;,
y € D; and z € D3 xD4. Note that by the similar way the remained equivalent invertibility types can
be reduced to three or two variables cases.
3. INVERTIBILITY OF TYPE vvv3 WITH RESPECT TO x1
The function g(xi, x2, x3, X4) is invertible of type 6661 with respect to x; if

3fVX1VX2VX3E|X4 (f(g(XL X2, X3, X4)) = X1).

Propsoition 1. A function g : D1 x D2 x D3 x D4 = D is invertible of type
6663 with respect to xiif and only if there exists the map

@ :D1xDz;xD3— D,
for which the condition
Va,@ € DiVh, b € D,V TEDyazd=g(abc '(abc)%g(@ bT, "I b7)). (2)

The restoring function f: D — D; is constructing by the following steps :
Step 1 f(g(a, b,c, '(a, b,c)) =a for all a€ Dy, b € Dy, c € Ds3;
Step 2 For x € D which is not defined on Step 1 f(x) is equal to any value from the set D:.
From (2) we have that Step 1 and Step 2 define the function f correctly.
The method for generating an invertible function

g:Di1xDy;xD3xDy— D
is described in algorithm 1.

Algorithm 1. Generating a function invertible of type 661 with respect to variable x;

1: Construct an arbitrary partition of set D into classes H,, a € D1.
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:Foralla € D;:

:ForallbeD,:

: ForallceDs:

: Choose d €Dy, z € Hy;

:Putg(a,b,c, d):=z

: For all x» € Ds;\{d} choose an arbitrary y € D: for the value of
g(a, b, c, x4).

< UTUT D WIN

Algorithms for generating functions of other types of invertibility are similar and are not given
here.

4. INVERTIBILITY OF TYPE vv3iv WITH RESPECT TO x1
The function g(x, X2, X3, x4) is invertible of type V3 with respect to x;
3fVX1VX25|X3VX4 (f(g(Xl, X2, X3, X4)) = X1).

Proposition 2. A function g : D1 x D> x D3 x D4 — D is invertible of type 6616 with respect to
x1if and only if there exists the map

@ :D1xD;— D3
for which the condition
Va,i € DiVb b €D, Vd d € Dya#T=g(a b, (ab)d) #g(@ b " b),d) (3)
The restoring function f: D — D; is constructing by the following steps:
Step 3 f(g(a b, '(a, b),d)=aforalla € Dy, b€ D, dE Dy

Step 4 For x € D which is not defined on Step 3 f(x) is equal to any value from the set D:.

From (3) we have that Step 3 and Step 4 define the function f correctly.

5. INVERTIBILITY OF TYPE vv3v WITH RESPECT TO x4

The function g(xi, x2, X3, X4) is invertible of type YV3V with respect to x13f
VX1VX23X3VX4 (f(g(xl, X2, X3, X4)) = X4).

Proposition 3. A function g : D1 x D, x D3 x D4 = D is invertible of type YV3V with respect
to x4 if and only if there exists the map

o D1 X Dz i D3
for which the condition
Va, i€ D1iVh, b € D;,Vd,d € Dy d = d = g(a, b, '(a,b),d) # g(@ b, “(i b),d).(3)

The restoring function f: D — D, is constructing by the following steps: Step 5 f(g(a, b, '(a, b),d) = d
foralla € D1, b € D, d € Dy;

Step V for x € D which is not defined on Step 5 f(x) is equal to any value from the set Da.

From (3) we have that Step 5 and Step 6 define the function f correctly.
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6. INVERTIBILITY OF TYPE vavv WITH RESPECT TO x1
The function g(x1, x2, X3, x4) is invertible of type 6166 with respect to x:
3fVX1E|X2VX3VX4 (f(g(Xl, X2, X3, X4)) = X1).
Proposition 3. A function g : D1 x D> x D3 x D4 — D is invertible of type 6366 with respect to
X4 if and only if there exists the map
o D1 i Dz
For which the condition
Va, @ € DIV TEDL VA d EDyatd=g(a '(a),cd) £ g(d@ "(2),¢d). (4)
The restoring function f: D — D; is constructing by the following steps :
Step 7 f(g(a, '(a),c,d) =a for all a € Dy, c € D3,d € Dy;

Step 8 for x € D which is not defined on Step 5 f(x) is equal to any value from the set D;.

From (4) we have that Step 7 and Step 8 define the function f correctly.

7. INVERTIBILITY OF TYPE v3vVv WITH RESPECT TO x3
The function g(xi, x2, X3, X4) is invertible of type 6166 with respect to x3
3fVX1E|X2VX36X4 (f(g (X1, X2, X3, X4.)) = X3).

Proposition 4. A function g : D1 x D2 x D3 x D4 — D is invertible of type V3V3 with respect
to x3 if and only if there exists the map

o D1 g Dz
For which the condition
Va,d €DV TED,Vdd€EDyc2T=g(a '(a),cd)2g(d (@)%, d). (5)
The restoring function f: D — D3 is constructing by the following steps:

Step 9 f(g(a, '(a),c,d) =cforall a € Di,c € D3, d € Ds;
Step 10 for x € D which is not defined on Step 5 f(x) is equal to any value from the set Ds.
From (5) we have that Step 9 and Step 10 define the function f correctly.

By the similar way we can construct an invertible function g for the remained invertibility types
in the table.

The proposed tests of invertibility are not constructive, since they require checking the
existence of suitable values a € D; and/or mappings ". It is necessary to develop algorithms for
searching (constructing) such values and mappings. Finally It is interesting to count (or at least
estimate) the number of reversible functions of different types. The task does not seem trivial,
since with different choices of parameters, generation algorithms can produce the same invertible
functions.
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